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1. THE CONCEPT OF BLOCKCHAIN

Blockchain technology has become one of the popular technologies aside from the Internet of Things
(1oT) [1]. The technology has been well-accepted by society and has begun to be adopted in various fields over
the last few years [2][3]. Blockchain became the most preferred due to the technological innovation initiated
by Satoshi Nakamoto [4] in his white papers: bitcoin, decentralized cryptocurrency [5]. Aside from bitcoins,
another popular blockchain product is Ethereum [6], which is characterized by its concept of smart contracts
[71.

The origin of blockchain is the occurrence of incredulity in single authorities [8]. There is a potential risk
of unilateral data manipulation by a single authority. For instance, when data is stored in a rented server, the
data can be altered unilaterally by the server's owner. Single authorities, which is the server's owner, have full
control of the stored data. A similar example is in banking services; there is distrust by a group of people who
save their money on banks using a centralized finance system.

A solution for the incredulity issue to single authorities is to synthesize a decentralization. Contrary to
centralization, a decentralized system has no exclusive right to decide any system status by itself. Any decision-
making in the system must pass the consensus collectively, and each system's data should be able to be mutually
validated by each other [9]. Decentralization has entirely changed today’s concept of centralization [3]. It
became the primary concept of Blockchain technology where there is no centralized directory server and no
reference of file placement, which determines data location [10]. Blockchain eliminates the need for central
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authority, so verification from the third party is unnecessary [11]. Moreover, blockchain uses a peer-to-peer
network; all members use private/public keys to interact with the network [12]. Private keys are used to sign
transactions, while public keys are used for network addresses [12].

Blockchain stores transaction data, in the form of ledgers, in blocks of data that will be distributed to all
network members [13] that are unalterable [14]. In the blockchain, the concept of decentralization is employed
to validate any discrepancy in majority data. The validation process is held with a consensus mechanism that
collectively maintains the ledger’s consistency [15]. The consensus mechanism is accountable for the security
and integrity of the whole data network in a blockchain system, where all network members are interconnected
to reach a particular agreement [16].

2. TECHNICALITY OF BLOCKCHAIN
2.1. Block Interconnection

Technically, a blockchain is a set of blocks containing transaction data interconnected with each other
using the concept of cryptography to ensure the integrity of information within its blocks [17][18]. A
cryptographic hash function is an algorithm that maps arbitrary-sized data to a fixed-size string [19]. The first
block in a blockchain is called the genesis block. It is a special block called the 0-th block, the first block ever
mined by its creator. Genesis block became a basis for additional blocks of transactions [20].

Information regarding the transaction is stored in different blocks, which later will be batched and form
a verified data chain [21]. The content in each block is hashed and then will be saved in the subsequent block.
Any altered block will cancel the current block's hash using this way [21]. When a new transaction is added to
the subsequent block, there will always be a validation regarding the previously-saved hash blocks.

In a particular timestamp, there is a possibility that more than one transaction occurs, which is up to
10.457 transactions per second [22]. Storing data in hash aims to maintain the integrity of data transactions that
occurred in previous blocks [23]. If there is an attempt to modify a block, then the hash in the block will be
invalid, damaging the other hash blocks in the blockchain. When a hacker tries to alter only one data transaction
in a block, the hacker must modify all blocks in the blockchain. Moreover, synchronization needs to be done
to all other computers in the distributed network.

2.2. Mining

Mining is an effort to add new blocks to the blockchain. In well-known blockchain products, such as
Bitcoin or Ethereum, several computers are known as nodes. Some computers in blockchain can add additional
blocks, known as mining computers or mining nodes (miners). Mining nodes (also known as miners) in Bitcoin
always receive new problems every 10 minutes, and the fastest node to solve the problem will be rewarded
with the cryptocurrency [24].

When a transaction occurs, the transaction is broadcasted to all networks in the blockchain [25]. The
consensus mechanism is necessary for the integrity of stored information and defense against various attacks
[26][27]. All mining computers (miners) can receive the information at different times. As the node can receive
the transaction, the node will add the information into a block. Every node is free to input any desired
transaction into a block.

A protocol is needed to slow down the rate of adding newer blocks to the blockchain; consensus is a
mutual agreement to determine targetted network difficulty [28][29]. Every mining node must hash its block’s
content and fulfill requirements made by the targetted network difficulty before adding new blocks to a
blockchain.

For instance, each hash needs to be started with O in its first five bits. Therefore, the mining node must
repeatedly make a hashing code of the block’s content, ensuring that there are five 0 in its first five bits. The
difficulty level will increase when there are many miners joining the network. For example, the difficulty level
mentioned earlier is for a network with 50 miners; when there are 400 miners in the same network, the hash
code must have ten 0 in the first ten bits.

There may be issues when the network difficulty is consistent; after a miner finds a hash code that meets
the difficulty criteria, the particular hash code may be used continuously for mining. Thus, a new rule must be
made. Aside from only making a hash code for the next block, miners need to add a nonce (number only used
once). Nonce will be added to the block’s hash to preserve the network difficulty.

The nonce is obtained when the miner hash the block’s content [30]. It can be obtained as the number of
computations made by miners to make a hash code that meets the network difficulty. For example, a miner
successfully creates a hash code, which meets the difficulty criteria of hash code with 0 in the first five bits, at
the 1235-th iteration. The obtained nonce for the example is 1235. This number, 1235, will be added to the
subsequent block's hash information along with the hash code. Therefore, the network difficulty can be
maintained.
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Adding block to a blockchain, a mining, can occur when a miner succeed to solve the network difficulty
for the first time, which is finding the nonce to the next hash. The successful miner will be rewarded in a
cryptocurrency from the blockchain network for solving the network difficulty. Information regarding the
success of mining nodes in solving this network difficulty level will be broadcasted to all members of the
blockchain network. Then, all these members will validate whether new blocks are actually added to the
network. Other miners will stop mining immediately and look for other transactions that can be mined.

2.3. Consensus Mechanisms
The mining process in blockchain requires a consensus algorithm. Several popular consensus algorithms
are as follows [31][32][33]:

e  Proof of Work (PoW) is a consensus that demands counting nonce to qualify a particular mathematical
problem of a hash block. PoW is the first consensus used in bitcoin to prevent spam attacks and
distributed denial of service (DDoS) attacks [34].

e  Proof of Stake (PoS) is a consensus with a basic stake of nodes in the network. Node with the highest
bet can validate the new block in the chain. This approach is used to reduce the complexity of counting
conditions in POW consensus.

e Practical Byzantine Fault Tolerance (PBFT) is a consensus that is used in asynchronous (no upper
bound on when the response to the request will be received) system where the network assumes some
nodes are false. Using this assumption, a node requires consensus from the remaining nodes to create
a new block in the chain.

e Proof of Elapsed Time (PoET) is a consensus that is run in private networks. The consensus requires
the node to wait in a random time period before achieving consensus in a new block.

2.4. Blockchain Security

Blockchain network is designed and implemented to ensure data security, easy to be audited, robust to
denial of service, robust to majority attacks, and maintain privacy and confidentiality [35]. Data consistency in
the network refers to a concept where data is confirmed to be copied accurately and precisely for every network
member in time dots [36][37]. Blockchain is robust to data corruption or tampering, which means it can
withstanding any damage or tampering to data, system, or product, whether done intentionally or
unintentionally [38]. This also means that all data stored in a blockchain cannot be altered or modified by
anyone. Therefore, a blockchain network ensures the data integrity of its users. This is done by disguising the
identity of its users in a hash [39]. Meanwhile, a decentralized peer-to-peer connection is a solution to maintain
blockchain networks, ensuring that the transaction process is done fairly when several nodes fail to make new
blocks. Koneksi peer to peer yang terdesentralisasi adalah solusi yang digunakan untuk memelihara blockchain,
yang memastikan bahwa proses transaksi dilakukan secara merata ketika beberapa node dalam jaringan gagal.
Hacking attempts on a blockchain are challenging since hackers must block more than half of the total nodes
[40]. Blockchain also ensures the confidentiality of the transactions by using pseudo identities. The purpose of
using pseudo identities is to ensure no dangerous attack on data stored in the blockchain can be performed and
make the nodes hardly recognized by hackers [41].

3. BLOCKCHAIN AND SMART CONTRACT
3.1. History of Smart Contract

The history of smart contracts began in 1991 when S. Haber dan W. S. Strornetta proposed a system that
is hard to be altered in storing digital documents [42]. The system is schemed to have a certificate that contains
the date when the documents were made and information regarding previously published certificates of other
digital documents [43]. Satoshi had an idea to make blocks containing sets of transactions, a nonce, timestamp,
and hash of previous blocks [42], later used as a foundation for developing blockchain technology. In 1994,
Nick Szabo introduced a smart contract, a computer program that replicates actions commonly explained in
physical or traditional contracts [44]. Then, in 1996, Szabo defined the purpose of making smart contracts:
observability, verifiability, privity, and enforceability. Szabo assessed that smart contracts are suitable for
blockchain; smart contracts that have been made should not be altered, should be easily observed and verified,
and can run autonomously [42]. In 2015, Vitalik Buterin created Ethereum, an open-source blockchain platform
that supports decentralized payments, which rapidly increases smart contract developments [45].

3.2. Smart Contracts Developments

Smart contracts are continuously developed to fix issues in implementing them in bitcoin [46]. Ethereum
was then presented as a platform that tries to develop the concept of smart contracts. The main idea of Ethereum
is to run programs specified by users in a blockchain, creating special and expressive smart contracts with a
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particular programming language [47]. Codes are written with Solidity, a programming language, and are run
in an Ethereum Virtual Machine (EVM) [48]. Source codes are then compiled to be EVM bytecode to be run.
With complex intelligence, Ethereum is considered the most popular blockchain platform for developing smart
contracts, marking the start of the Blockchain 2.0 era [49]. Other platforms that can be used to develop smart
contracts are Corda, Hyperledger Fabric, and BigChain DB [50]. The benefit of using smart contracts is a
compatible protocol implementation with the consensus. Smart contracts work by encoding rules that have
been specified and performing related operations when an agreement is met [47].

4.  APPLYING BLOCKCHAIN

Blockchain technology can be applied to wide applications, such as health systems, and is not limited to
cryptocurrency. For instance, research by Haleem [51] implemented the technology in the medical care system,
in which patient information is shared carefully to identify severe and hazardous medical issues. One health
product running with blockchain technology is the Medicalchain [52], an application of health technology that
utilizes patient-centered blockchain. Patients were given special control to share their medical records. Another
research held by Riadi [20] utilized blockchain to secure patients’ medical private records, especially records
of those who were diagnosed with Covid19 and the vaccine certificates.

Blockchain was also applied to the agricultural supply chain during the pandemic era [53]. Blockchain
was proven to be a solution to track deliveries during the Covid19 pandemic era, and a solution to collect and
monitor data, as well as product scams and other transactions. Products related to the supply chain were also
developed by IBM, which was the IBM Food Trust [54]. Research by Firedman proved that blockchain
contributed to a fair, sustainable, and traceable food supply chain [21][55].

Applying blockchain to education systems can be done by maintaining transactions of students’ records
from the beginning of education to graduating universities. Blockchain can ensure data availability so that
those data are traceable to see each student's academic history. Applying blockchain also avoids data
manipulation from the central administrator, potentially altering academic histories [56].

Blockchain can also be applied to voting during an election, which supports democracy to be held
properly, and peace can be maintained in countries worldwide [57]. Transparency in blockchain can also reduce
concerns regarding centralized e-voting, which is vulnerable to data alteration by irresponsible parties. Trust
and confidentiality to tools and systems are keys to successful blockchain-based e-voting.

5. CONCLUSIONS

Blockchain is a popular technology nowadays. The technology emerges rapidly due to the incredulity of
single authorities. Blockchain presents a solution by applying a decentralized network as its concept, where
each member has the authority to validate data from each other. It is regarded as a peer-to-peer network that is
supported by a consensus algorithm to maintain data security. Private keys are used to sign transactions, while
public keys are used as network addresses. Blockchain stores all data in a distributed ledger, which means all
network members have identical copies of the stored data. Consensus becomes a way to validate any
discrepancy in majority data. The validation is done collectively to preserve the consistency of the ledger.
Adding transaction data to the blockchain, commonly called mining, is done by passing some consensus chains
in the blockchain network. Each block is interconnected with a chain in hash codes. Blocks of transactions are
continuously hashed, and the hash codes are stored in the next block. Therefore, if there is a block containing
different data from the data stored in most network members, the block will be easily traced and ignored by
other members in the network. Several consensus algorithms that are popularly used are PoW, PoS, PBFT, and
POET. In the perspective of data security, blockchain is considered tough and robust since blockchain networks
are built and implemented to have excellent data security, easy to be audited, robust to denial of service, robust
to majority attacks, and private and confidential. The application of blockchain is not limited to banking
services but can also be applied to many systems: healthcare, education, supply chain, and also democracy of
a state or country.
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