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ABSTRACT

D2D stands for device-to-device communication, which is likely to significantly impact . J
future mobile communications because it offers ultra-low latency for end users’ direct | | check for
conversation. Through minimizing latency, increasing strength and improved transmission Clretis
efficiency, and expanding telecommunication services, D2D services are seen as a
successful innovation for emerging mobile communications. The D2D networking makes
a unique contribution to the wireless world by simplifying data transfer among devices
connected. D2D networking makes use of adjacent two nodes to maximize the use of
existing infrastructure, low latency, boost throughput and expand service functionality.
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L HLATE, s h | ONY : - . Reliabilit
D2D communication is described as immediate interaction among two mobile devices Transmigsion
without passing through the access point or network infrastructure within wireless Wireless Networking

networks. The fully integrated wireless communication would be built by integrating D2D
and the Internet of Things. D2D enables more devices to be paired at a higher bandwidth
frequency and with minimum latency. Building a new reliable framework for D2D
communication of smart devices can be an important framework for improving
communication reliability. Internet of Things is the process of communicating and sharing
information between nearby devices. However, there are many challenges to secure and
reliable communication. Amongst the major concerns for wireless transmission has been
identified as communication trust, and overcoming this issue could lead to sustained
expansion in the usage and popularity of the Internet of Things. The proposed study
develops a system for providing internet access to a network of smart devices connected to
the Internet of Things. The significant contributions link the latest findings that incorporate
the interaction framework’s stability and provides secure internet networking for connected
devices.

This is an open-access article under the CC-BY-SA license

1. Introduction

Nowadays, around the world, smart devices are growing exponentially. They provide more space for end-
users and attach to their daily life. Mobiles currently use a mid-range mobile network for personal
communication over the past decade. The smartphone is technically built to make the phone more usable for
end-users [1]. We are now able to send text, photos, voice, and video to each other using strong mobile
networks. A smartphone can also connect to the internet easily by sending and receiving data within the
mobile network [2]. Reliability is a significant problem in connected areas where many sensors, actuators,
controllers, smart devices, etc are connected. Smart devices are not just smartphones. It can be an intelligent
refrigerator, Smart home entry, smart air conditioners, smart hubs, Smart thermostats, Color changing LED
smartphones, Smart Watches and smart tablets, etc., on the internet of frames objects connected via the
internet [3]. The proposed research program creates research that increases communication reliability on
smart devices. The result of the research is to establish a new framework for reliable online communication
for smart devices. The proposed study uses the correct and practical simulation of the desired stability and
can be done with the Internet of Things framework. In the future, researchers could expand this research and
apply it to the internet for everything, the haptic communication network framework or the relevant internet
framework. Fig. 1 shows the difference between D2D and not D2D.
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Fig.1. Difference between D2D and not D2D

The Internet of Things describes a network of intelligent objects to communicate and share information
using the Internet—smart stuff with smart devices with built-in software, sensor, and programs. Everything
smart has a unique identifier on the network with its internal systems [4]. Fig. 2 shows that the internet of
things combines smart device applications and a different 10T layer framework.

Transferring data from one configuration to another using a wireless network dates back to 1973 in radio
network packets [5]. They were able to communicate with other similar configuration devices. Recent work is
underway on a project called Serval Project. Provides networking location on Android devices is used for
network connectivity. While our research is concerned about the reliable connection to the internet of smart
devices [6]. The main contribution of this study is the construction of a communication framework and
provided reliable communication between the internet of smart devices. Previous studies have focused on
building and utilizing a communication framework, but such research does not create a complete framework
for reliable communication between the internet of smart devices. The proposed study is a step forward in
wireless communication with 10T when we propose a new reliability framework based on IEEE802.15.4 online
communication for smart devices [7]. Wireless communication is the Internet key for things. In the 1980s,
with the advent of the internet, the foundation for emerging grid computation was established. The foundation
involved various online principals using the way users were provided as resource areas [8]. The grid connects
these resource nodes, and the delivery takes them, so the calculation is considered compact. The principles
paved the way for a computer novel that ultimately records modern distribution ideas [9]. In the 1990s, the
idea of doing things openly was pushed into the application phase [10], followed by using a shared private
network connection that shares the same body channel.

The proposed research develops and implements the Markov-chain framework and the MAC level of
reliable communication based on the IEEE802.15.4 online resource framework [11]. The problem is establishing
a new framework for reliable communication between the internet of smart devices. The questions are “How
is it possible to create a new framework for reliable communication” “can we use the Markov chain model in
this study,” “How can you combine the Markov chain with the MAC level framework.” The most widely used
wireless network communication protocol is IEEE802.15.4 because this is specifically developed for low power,
free wireless communication and uses MAC-level. Therefore, the best technology for reliable communication
between the internet of smart devices. The standard 1EEE802.15.4 provides the lowest speed and speed in
internet communication for smart devices. It focuses on low-cost connectivity with nearby smart devices using
a network under infrastructure. This study aims to create a new model of reliable communication between
the internet of smart devices. This study is based on the standard 1EEE802.15.4 standard with Markov cable
and MAC layer. The framework can provide high-quality QoS services by minimizing traffic congestion and
variability in the size of smart devices.

In this study, we looked at the inactivity state to make our judgments more compelling, where the general
performance regarding the overall performance of the framework was examined and relied on the reliability
test, it was tested. Testing will be based on two points of delay and reliability on the internet for smart devices
[12], [13]. A reliable framework is essential to reaching the QoS level, where testing is based on delays and
reliability criteria. Device slow-motion refers to when the packet is used during the packet service, including
queue and transmission times. Here we are researching the duration of the standard IEEE802.15.4 standard
containing MAC-parameters and the potential for impact using the Maximum Transmission Function, and we
designed an excellent network to meet our QoS requirements [14], [15]. Future work involves an investigation
into the effectiveness of the proposed framework.
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Fig.2. Internet of Things

The following are the key points- The study focuses on honesty. Enables smart devices to communicate
with other devices within the Internet of smart devices reliably. Section 2 shows the methods, like contribution
and proposed framework, and section 3 shows the results and discussion. The last section shows the
conclusion.

2. Method

2.1. Contribution

The main contribution of this study is to design a reliable IEEE 802.15.4 standard. The proposed framework
is specifically suited for applications where data is periodically transferred to the natural network of smart
devices. In these applications, on the other hand, packets are produced based on a specific pattern of time.
On the other hand, the service time is constantly changing randomly with the standard distribution. Therefore,
service time may be temporarily delayed; as an inevitable result, some packages may encounter a busy channel
and be discarded. We solve this problem by raising our MAC level line. We show that the proposed MAC level
line increases input, and direct connections between generations (sensors) and communication packet systems
are removed, making the system more stable. In addition, to improve the proposed model, we have hired a
reversal system, a flexible package, and a fully automatic vehicle condition. The solution for this study is
summarized as follows. Implementing a reliable connectivity network between the internet for smart devices
in 5G will work on the internet of things. The Smart device must have a standard built for IEEE802.15.4, and
the concept will work with a three-layer model: DLL, Protocol, and Application Layer. DLL is used to create
connections between smart devices. Route protocol manages the route. The application layer is used to manage
the creation of the proposed framework for the online communication of smart devices. The proposed study
supports wireless communication in the DLL to establish a framework within the Internet for smart devices.
We prefer to choose active devices based on Android. The reason for this method is that the Android app is
open-source that is freely available online.

2.2. Proposed Framework

Emerging innovations radically alter how users communicate with one another, particularly in wireless
networking and communication technology. Alongside it, the wireless communication world is indeed reliant
on resources [16], [17]. Because the transmitter and receiver are close, transmitting congestion is redirected
through the network infrastructure. The online reliability of smart devices refers to the possibility that
information can be successfully transferred from one device to another device [18]—[20]. The communication
system can be designed as a network flow diagram with a group of vertices and edges. The reliability of
devices and links in the network can be achieved using the following equation.

R(N) = {D, L}, where D = {D;(N)} and L. = {L;(N)} 0!
R stands for communication reliability, D stands for network devices, L stands for the communication link

between devices, and N stands for network.

A study was used to calculate communication reliability between smart devices to study delays in data
delivery delays. The communication links between two devices can be more than one. Suppose Di and Dj are
connected by connectors LI, L2, .., Lj, .., Lk. Fig. 3 represents a link between smart devices.
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Fig. 3. The connection between IoT devices

Lij(N) = Y'_ P Lij(N) (2)

Using (2), we can calculate the delay in links. Suppose we have two links L,and L, between smart devices.
The probability for L, is P, and L, is P,. Consider P=0.5 and P,=0.5.

The distribution function for the delay can be obtained from the following equation.

1 1 1

Lyy(N) = 2" N+Ayp %‘N+)\ij2 (3)
The reliability of successfully transmitted probability can be obtained from the following equation.

P(L) = P{Li} = Yierev) Pi (4)

P = max{P} (5)

P, = min {Pil} (6)

Y. P(Transmit) = Y, P(Successful) + Y, P(Unsuccessful) (7)

Fig. 4 is representing the reliable connection between two smart devices. R1, R2, and R3 devices are reliable

devices, and others are normal devices.
D Normal Devices D

D Normal Devices D
IoT Network 1 D Reliable D
Device ToT Network 2

Fig. 4. The reliable connection between two devices
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The communication among smart devices will be successful if the transmission among smart devices does
not have any collision or error. According to the article [1], the transmission probability is calculated in the
following equation.

d _ _ . @ e
P =N D1~ 2] = 550 ()t 2 0 ®)

Where ¥ is the Markovian process at time t. § = lim % .
n—-oo

Data can be transferred from one device to another using data that is transmitted internally. Markovian’s
experimental network experiment brings data into the internet of smart devices. It has a probability of 0. The
Markovian trial network has at least one test node. Suppose P1 is the probability of transferring information
between the Internet of smart devices successfully. Therefore, 1-P1 will be the potential for non-transferable
information packets. The following estimates can determine the possibilities for a state of inactivity.

The following algorithm will calculate the reliability of communication between the Internet of smart
devices.
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Input: Number of smart devices, number of the transfer function (&k).

The result: Trusted

Getting Started: Counter = 0, R = 0.

Step 1: Find all the possibilities of smart devices on each side.

Step 2: Find the entropy for each symbol.

Step 3: Find Transfers in bits/sec.

Step 4: Find Reliability

Step 5: Counter = Counter + I;

if the counter is not equal to the number of devices, go to step 2; otherwise, stop.
The complexity of the algorithm is O(r7).

The Proposed framework had been implemented using three mobile applications. These mobile applications
are verified on three Samsung devices. One of them is supported by 4G network, and 3G networks support
another two.

The transmission (t,) of information (/,) among the number of smart devices (S,) can be estimated during
the time interval [¢, ¢,]. The smart devices can move within the range and access the service using the
multidimensional function (&)

& = CSnth X Ik (9)

where k=0,1,2,3......4+ve).

If smart devices have moved outside the range, then k will be a negative value. Here we consider that the
transformation of information happens simultaneously. We know that probability is proportional to the one
divide by information.

pkoo= (10)
Ik

The probability density function for transmission is calculated by (11).

Pe(Salee b ti) = 1— [, MQ[<J (25 f—)) () )

where y=1

We have divided all the connections’ probability density functions using the entropy per symbol of all
connected devices in 3-dimensional directions.

1 1 1
ka * Pyk * sz * 10g3 aaa (]2)
© 0 © - s
Hyse = 2o Zy:o YroaBle, (E'Sk ) (13)

6
Here €,(=, Sk p) is the Chi-Square distribution method that is used here for convergence. Now we will
o’ ok,

calculate all the probabilities, entropies in each direction, and finally, we draw the transition matrix from the
probabilities of all connected devices.

According to the transition matrix, we find entropy per symbol row-wise said Hi, H2, H3, .., HK. After
finding H, H,, H,, .., H; we will find the whole entropy per symbol of the smart devices.

H = Hl'P1+H2'P2 +"'+HK.PK (]4)

We have calculated the velocities of smart devices using Gauss-Markov Mobility Model in the
multidimensional area of the internet.
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3. Results and discussion

In Fig. 4, suppose Rl, R2, and R3 are the reliable devices used for establishing a reliable route among
internet of things devices and create a reliable route to evaluate reliability performance. The performance
evaluation of R devices among smart internet devices is calculated (Table 1, Fig. 5).

Table 1. R-Device performance comparisons with another device

Devices > R-Device Normal Devices Random No-R Distributed
No of routes

2 0.954 0.931 0.955 0.936 0.953
3 0.945 0.834 0.922 0.821 0.935
4 0.921 0.745 0.853 0.752 0.906
5 0.912 0.626 0.794 0.601 0.883
6 0.906 0.597 0.723 0.587 0.854
7 0.889 0.554 0.702 0.535 0.826
8 0.878 0.493 0.702 0.503 0.795

5 ) N3 ] =6 @7 ——t—

1 12
0.8 1
0.8
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Fig. 5. R-Device Performance comparisons with another device

The Table 2 represents the shortest path between two devices in the internet of smart devices in Fig. 6.

Table 2. R-Device reliability probability comparisons with another device

Devices >  R-Device Normal Devices Random No-R Distributed
No of routes

2 0.882 0.721 0.831 0.723 0.824
3 0.824 0.351 0.723 0.381 0.756
4 0.795 0.262 0.632 0.252 0.723
5 0.754 0.154 0.543 0.174 0.701
6 0.702 0.095 0.496 0.083 0.662
7 0.654 0.056 0.454 0.044 0.607
8 0.645 0.078 0.422 0.052 0.542
mmmm R-Device Normal Devices Il Random === No-R ==¥= Distributed

1

0.8
0.6
0.4
0.2
0

2 3 4 5 6 7 8

Fig. 6. R-Device reliability probability comparisons with another device
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The simulated range of 20 kilometers x 20 kilometers has been used. The frequency variable T was 10
devices/km? 30 devices/km? and 50 devices/km?® D2D transceivers are random]y dep]oyed with a uniform]y
Poisson process with the ﬁ'equency variable T 10 devices/km? 30 devices/km?® and 50 devices/km?® All
connections have been confined to distinct as well as identically determined with random values. The analysis
experiments have been tested out and replicated with over 5000 repetitions to verify the extracted findings.
The root loss factor is assumed as L. Consider the L as 2,3,4 for simulation testing, and results are generated
as shown in Fig. 7.

Throughput

-

00.0.2.9.9.9.0.0.8.91
L=2|0|8[202735414242424242
L=3|0|8[212837545658585858
L=4|0|8[21293957/5859596060

Latency

/

00.0.0.9.9.9.0.0.8.91
2|13(3/4|6(8/12(151619
L=3| [2|3|4|6/9(1217182022

— =4 (3]4|6|9|16(1923242527

(a) (b)
Fig. 7. (a) Throughput (b) Latency

NN
ou1IoUIoU1IO

>
Ly
[}
(a]
o
o0
©
S
o
2
<

I
N

-
=]
Q.

=
o
=]
o
S

£

=
[
b
o
=
o
>

<

The critical issue of the method would be to come up with at least one participant for each cluster during
the first step through a suitable multi pathing architecture at the Base station, although D2D communications
are reliable due to robust networks among devices in the same cluster. This article introduces a practical
algorithm that maximizes the throughput and minimizes the latency and participant discovery for each
category using the distributed evaluation method.

4. Conclusion

Reliability is a significant problem in a unique environment where many sensors, actuators, controllers,
smart devices, etc are connected. The proposed study plan is to build research by increasing the reliability of
communication on devices. The main contribution of this study is the construction of a communication
framework and provided reliable communication between the internet of smart devices. Previous studies have
focused on building and utilizing a communication framework, but such research does not create a complete
framework for reliable communication between the internet of smart devices. The proposed online framework
for smart devices based on 1EEE 802.15.4 for reliable communication to improve communication reliability is
tested and obtained positive results. The proposed study focuses on a framework for providing reliable internet
connections to smart device networks. Our main contribution to this study includes the reliability of the online
communication framework for smart devices. This tutorial is handy for the Internet of Things. The proposed
framework was used for testing. The overall effectiveness of the proposed device-to-device delays and
communication reliability is assessed.
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