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 The importance of digital security awareness is not only related to privacy 

protection but also includes responsible use, protection from cyberbullying, 

and understanding the consequences of online actions. In primary and 

secondary schools, understanding regarding cyber security awareness is still 

lacking; students must realize that what they do in the digital world can have 

long-term impacts on their real lives. An introduction and understanding of 

digital security awareness need to be given to elementary and junior high 

school students. This study intended to provide a vehicle (learning tool) and 

introduce cyber security awareness using interactive games. By using the 

Moodle platform and the H5P plugin to make games more interactive, 

interesting, effective, and efficient. This activity was carried out using the 

RnD method. With the RnD method, the development of awareness and the 

many ways to protect oneself on the internet can be developed significantly, 

according to the level of understanding of students Game platform 

development uses a Moodle-based learning management system. Then do the 

customization using H5P. Meanwhile, games are developed by taking into 

account cyber security awareness indicators. Game applications that are 

compiled can run well. The trial was conducted on 4 elementary schools and 

4 junior high schools. During the trial, the platform's reliability can run 

smoothly when accessed by users. There were no obstacles in using games 

by the user during the trial. User features related to achievement badges, as 

an indication of the level of play each player can achieve responsively. 

Interactive games about cyber security awareness can be formed and run 

according to the design set. The contribution of this research is to increase 

students' understanding of internet safety awareness through interactive 

games and to increase students' knowledge about how to protect themselves 

while surfing the internet through interactive games. 
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1. INTRODUCTION 

Information and communication technology has become integral to everyday life in the ever-evolving 

digital era. The internet, mobile devices, and social media have changed how we interact, learn and 

communicate. [1], [2]. However, these technological advances also bring new challenges regarding digital 

security. Therefore, digital security awareness is crucial, especially among primary and secondary school 

students [3], Education regarding digital security awareness is a must in dealing with today's complex digital 

world. Applications that are increasingly found and presented are able to attract children to try them without 
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them knowing that not all of these applications are useful and safe for them, and can even be a threat to their 

mental development, for example cyber bullying. Digital security awareness is the level of understanding and 

awareness of individuals or organizations about the threats and risks associated with the use of digital 

technology, including an understanding of safe practices in using devices and networks, awareness of potential 

cyber attacks and ways to protect themselves from them [4], [5]. Students, who grow up in a highly connected 

environment, are often unaware of the risks and threats in cyberspace; they need to understand how to protect 

and keep themselves safe in a digital environment [6], [7], [8]. 

The importance of digital security awareness is not only related to privacy protection but also includes 

responsible use, protection from cyberbullying, and understanding the consequences of online actions [9], [10], 

[11]. Students should know that what they do in the digital world can impact their real-life long-term [12]. In 

addition, knowledge of digital security will also assist students in preparing themselves for future challenges 

[13], [14]. In an era that is increasingly dependent on technology, digital security skills are invaluable.[15] 

Students with this knowledge will be better equipped to deal with risks such as online fraud, personal data loss, 

and cyberattacks [16]. 

As educational institutions, schools have an important role in ensuring that students have the necessary 

knowledge and skills to become smart and safe users in the digital world [17], [18]. They need to be educated 

about the threats and risks they may face online and the steps they can take to protect themselves [19], [20], 

[21]. 

At primary and secondary school age, it is necessary to have appropriate media for their age to introduce 

digital safety awareness, one of which is the use of interactive games in the Moodle online learning platform 

[22]. Interactive games are a learning approach incorporating game elements into an educational context [23]. 

In Moodle, interactive games can increase student engagement, motivate them to learn, and increase their 

understanding of learning material [24]. In Moodle interactive games, educators can use game elements like 

game boards, missions, points, rewards, challenges, and competitions to create more engaging learning 

experiences. Students can participate in activities designed in an interactive and fun way while staying focused 

on the learning objectives [25], [26].  

One of the main advantages of interactive games in Moodle is that they can provide students with instant 

feedback [27], [28]. In a game, students can view their progress, identify areas for improvement, and improve 

their strategy in real-time. It allows them to learn from mistakes and improve their understanding more 

effectively. Another advantage, there is an increase in student involvement in the learning process, increased 

learning motivation, and increased understanding of learning material. In addition, to further enhance an 

interesting learning experience, it is necessary to have a more interactive framework, namely H5P. 

H5P is a framework that allows users to create and share interactive content easily [29], [30]. 

Implementing H5P in interactive games with Moodle enables teachers to create engaging learning experiences 

by leveraging various interactions, such as multiple-choice questions, puzzles, drag and drop, simulations, and 

many more [31]. 

By using the features of H5P, teachers can design learning activities that hold students' attention and 

encourage them to participate actively. One of the main advantages of using the H5P in interactive games in 

Moodle is its ease of use. The H5P provides an intuitive and user-friendly interface so educators of all technical 

expertise can create interactive content without complex programming skills. It allows educators to focus on 

the design and content of learning materials, thereby saving time and effort in developing interactive games. 

In addition, the H5P supports responsiveness, meaning that content created with the H5P can be easily accessed 

and used across various devices, including desktop computers, laptops, tablets, or smartphones. It allows 

students to study flexibly according to their preferences [32]. 

Previous research conducted by Isabella et al. with the title Cyber security education is as essential as 

"the three R's, the results of the study showed that awareness and knowledge about cyber security must be 

taught early in elementary schools and integrated into the curriculum as a whole, to be able to overcome gender 

disparity in digital security awareness [33]. 

Subsequent research conducted by Hiroshi et al. with the title Data Analysis for Evaluation on Course 

Design and Improvement of "Cyberethics" Moodle Online Courses found that Moodle is a learning 

management system with global standards and can be used to analyze learning data that can provide real-time 

feedback [34]. 

David Lebeaux et al., in their research entitled Introducing an Open-Source Course Management System 

(Moodle) for Blended Learning on infectious diseases and Microbiology: A Pre-post Observational Study, 

stated that the use of Moodle for blended learning of infectious diseases and microbiology could increase 

student satisfaction and attendance at each course session, compared to 2016, 2017 and 2018 has increased by 

81.9% [35].The use of moodle in the current research is able to increase students' motivation in learning.  
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Previous research by Stephan Hart et al. in titled Riskio: A Serious Game for Cyber Security Awareness 

and Education implemented a game named Riskio, a tabletop game to increase cyber security awareness for 

people who do not have a technical background working in an organization [36]. Interactive games in current 

research make it easier for students to understand what is conveyed regarding cyber security. 

From the description of various backgrounds and several previous studies, this research aimed to design 

an effective and interactive game media with Moodle-based H5P to be implemented in learning the introduction 

of digital security to elementary and middle school students. By increasing this awareness, it is hoped that 

students can become smart, responsible, and safe users in an ever-evolving digital world. 

This study aims to design an effective and interactive game media using Moodle-based H5P to introduce 

digital safety to elementary and middle school students, with the aim of promoting their awareness and 

responsible use in the digital world. 

 

2. METHODS  

Research and Development (R & D) was used in the research. With the RnD method, the development of 

awareness and the many ways to protect oneself on the internet can be developed significantly. This research 

focused on developing the Moodle platform as an open source Learning Management System (LMS) by adding 

and activating the H5P plugin to create interactive content containing digital literacy material, especially 

regarding cyber security awareness. The system development flow in this study can be shown in Fig. 1. The 

tools and materials used in this study are shown in Table 1. In developing the system, it is necessary to test and 

access it online, requiring a hosting server. The hosting server specifications used in this study are shown in 

Table 2. 

 

 
Fig. 1. System Development Flow 

 

Table 1. Materials and tools 

No Tools/Media Explanation 

1 
Visual Studio 

Code 

As a programming code editor, it is used to configure the program code 

contained in the Moodle LMS 

2 XAMPP 
Local (offline) web server, for development and testing on a local PC before the 

system is online 

3 
Adobe 

Photoshop 
Design icons and images for e-learning web content 

4 WinSCP 
File transfer protocol, used for file management on hosting such as uploading, 

downloading, editing or deleting files 

5 Server Hosting Used to store data and web file properties from the developed e-Learning 

6 Domain 
Used for names or web address extensions, in this study the web.id domain was 

used. 

7 SSL 
Secure Socket Layer as an internet security protocol, so that data traffic from the 

web client to the web server becomes encrypted 

8 Moodle 
Used as a Learning Management System or educational media platform in this 

study 

9 H5P 
Interactive content plugins used to create quizzes are in the form of interactive 

videos, animated content and so on. 

Potential and 

Problems 

Data 

collection 

Product 

Design 

Design 

Validation 

Usage Trial Product 

Revision 

Product 

Trial 

Design 

Revision 

Product 

Revision 

Mass 

Production 
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Table 2. Hosting Specifications 

No Type Explanation 

1 

Shared 

Hosting 

Disk Space 8 GB, used to store files and web properties 

2 MySQL Disk Space 2.43GB, used for database storage media 

3 

Unmetered Bandwidth is data sent within a certain time and is measured in seconds. 

Unmetered means that the data transfer limit will not be counted, the limitation is only 

on the maximum speed. 

4 

Physical Memory Usage 768MB, is a feature that informs how much the hosting 

resource is using against the physical memory on the server that is currently being 

used. 

5 

I/O uses 20 MB/s, which refers to disk input and output (I/O). Disk I/O speed 

determines how fast a website or script is allowed to perform input and output 

operations per second on the hosting server. 

6 
Email Account Unlimited, is an email service on web hosting that can be used to create 

unlimited webmail accounts. 

 

This research begins with the identification of potential problems related to the level of cyber security 

awareness, the rise of cases of hacking and misuse of information technology requires a role in providing 

education regarding the importance of understanding cyber security as early as possible. Data collection was 

obtained by observation, then the product design was in the form of educational media by utilizing the Moodle 

LMS platform which was customized by the plugin and then the design was validated with the research team 

for further use trials and improvements through feature and content revisions to the final stage in the form of 

product launch. Development of game content by paying attention to indicators following the terms in the term 

security cyber awareness. 5 indicators become 5 parts in the game, namely (1) Email and Gadget Usage 

Security, (2) Password Security, (3) Social Media Security, (4) Security in Buying and Selling Online & Digital 

Banking, (5) Personal Data Security. As seen in Table 3, each of these indicators is made into an interactive 

game with different challenges and levels of challenge. Each achievement will get a reward in the form of a 

badge. Every user who can complete the game and challenges in each part of the game will get a badge. 

 

Table 3. Cyber Security Awareness Interactive Game Indicator 
Term Indicator Interactive Games 

1. Security Using Email and Gadgets 

What is Electronic Mail? 

Google email 

Gadget 

Unlock Screen 

Gadget safety from Dr. Evil 

2. Password/Password Security 

 

Preferably Password Email 

Crossword "Password" 

Powerful Password 

Crossword Puzzle II Password 

3. Social Media 

 

 

People & Social Media 

Get to know fake / fraud WA chats 

Social Media 

4. Buying and Selling Online & Digital Banking 

 

 

Application permissions 

Digital Market & e-Money 

OTP, what is it? 

5. Personal Data Security Personal Data 

 

Moodle-based interactive games by utilizing H5P features follow the following steps: 

1. Planning the learning game design, the type of interaction desired, and the content to be used and 

registering some of the features needed. 

2. Moodle Installation: Verify Moodle installation is running. 

3. Create an activity within Moodle using the installed game plugin. For example, creating interactive 

quizzes or puzzles using a plugin selected according to your needs. 

4. Add interactive content like images, videos, audio, or other elements. For example, using click images to 

answer questions, adding videos as challenges, or integrating other elements relevant to the subject matter. 
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5. Determine the game rules, points, and ratings to be applied. For example, giving points to participants 

who answered correctly or scoring based on how quickly they completed an activity. 

6. Test and repair. Before implementing a game into a class, test it to ensure its performance. 

7. Implement in Moodle. Create custom activities for interactive games, give instructions to participants, 

and monitor participant progress. 

8. Evaluation and feedback. After participants complete the game, they are given relevant feedback and an 

evaluation of their performance. It can help enhance learning and motivate participants to participate in 

more advanced games. 

 

3. RESULTS AND DISCUSSION  

The implementation of H5P in LMS-based interactive games using Moodle has several stages. So 

interactive games are created that can be used for learning about digital security for elementary and junior high 

school students [37]. H5P was implemented in the Learning Management System, which previously had been 

successfully built by researchers under the name SiCermat. 

Before using H5p in Moodle LMS, it is necessary to understand user problems; researchers design 

interactive content that can attract and is easily understood by users, in this case, elementary and high school 

students. The researcher changed the interactive game content on the LMS by adding several features found 

on H5P. Users can only access the LMS as needed to study material and play games on the LMS that has been 

designed, while researchers have access rights as admin so they can see the system being used by the user. 

User problems related to how a game will be more interesting and easy to understand the game presented. 

H5P is embedded in a learning management system built by researchers using Moodle. In the interactive game 

that was built, each participant created an account to access the LMS on the device they were using and study 

the various game content provided while playing the game from start to finish. The displayed game content is 

related to cybersecurity awareness, wherein each game session, information will be provided, followed by 

interactive games with the H5P. 

Seen in Fig. 2 is the initial appearance of Moodle-based e-learning, which will later be used as a medium 

for delivering cyber security awareness material and interactive games that are attractive to elementary and 

junior high school students. 

 

 
Fig. 2. Initial Screenshot of Cyber Security Awareness LMS Moodle 

\ 

It can be seen in Fig. 2 that there is an initial menu; the user will be asked to enter a username and 

password to be able to access the LMS so that they can study and play the interactive games that have been 

provided while the teacher can enter various materials into the LMS and use the H5P to make it more 

interactive. As shown in Fig. 3, the Moodle LMS dashboard display is called the SiCermat website. 

It can be seen in Fig. 3, that several elementary and junior high schools in the city of Madiun will 

implement the SiCermat Moodle with this H5P. The trial was conducted on 4 elementary schools and 4 junior 

high schools. Researchers use the features in Moodle and combine them with h5p content to become more 

interactive, such as videos, a collection of presentation questions, and others. It can be seen in Fig. 4. 

Fig. 4 shows the menu of one of the cyber security awareness interactive games by implementing H5P. 

The video menu is created by activating the change mode, and making sure you are logged in as a teacher, then 

choose the H5P menu where interactive videos are selected later, so that you can include learning videos while 

adding several questions, quizzes or summaries of the videos watched. Learning videos can be played, and 
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when listening to them, students can answer questions that arise, increasing their understanding of the material 

shown in the video. Several questions that arise will be accumulated at the end of the video, accompanied by 

a summary of what has been listened. 

 

 
Fig. 3. SiCermat Dashboard display 

 

 
Fig. 4. H5P view on Moodle SiCermat 

 

The interactive game built has several indicators to see how much the participants understand the various 

games being played. Each of these indicators has a different level of challenge. Fig. 5 shows that each challenge 

category has levels, where each user who successfully completes the game will get a badge. 

 
Fig. 5. Cybersecurity Awareness Achievement Badge 
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The picture shows that each user will get a badge according to their respective levels. Each badge will be 

obtained when you have completed several activities as shown in the description of the image on the right. 

Each activity is adjusted to the ability level of students, made as attractive as possible so that they are excited 

to complete each of these levels. It is a reward for the participants' hard work in completing each challenge in 

the interactive game. Participants will be more interested and excited to complete the challenges given. 

H5P has many advantages; apart from being a content creation tool, H5P can also be used to Import 

Export files found on other sites that will support the H5P feature itself so that it can be reused and shared 

effectively and efficiently [38], [39]. Moodle-based LMS with a modification of the H5p can improve 

participants' ability to understand what is learned, whether in doing questions, playing games, or taking 

interactive quizzes [40], [41]. Cybersecurity awareness material is delivered in various games adapted to 

elementary and middle school ages. It can attract students' interest in working on it, and when they have 

completed all of these games, they will receive a digital certificate on each student's account. In addition, the 

certificate will be automatically sent to each teacher's email, and the teacher can monitor student learning 

outcomes, how many grades are obtained, how many times they try to do it and whether all participants have 

completed all the questions provided. 

This learning management system is very effective and efficient in helping the teaching and learning 

activities of teachers and students, especially the implementation of H5P in the LMS is very helpful for the 

progress of participant learning, attracting interest to find out more about the material being studied, especially 

in this case is the introduction of cyber security awareness at the elementary and junior high school level. At 

this age, modification of teaching and learning activities is needed, where the delivery of material can be more 

flexible and interesting. 

  

4. CONCLUSION 

The implementation of H5P used in Moodle-based interactive games has many advantages. It can increase 

the interest of elementary and junior high school students in learning about cybersecurity awareness in an 

interesting and fun way. A learning experience that is not boring makes it easier for students to understand the 

material presented. In addition, several complete H5P features make it easier for teaching staff to explore 

learning media more optimally, effectively, and efficiently. The presence of SiCermat, a Moodle-based 

interactive game with H5P features in learning cyber security, makes it an easy-to-use and fun learning medium 

for elementary and junior high school students with a high interest in learning about cyber security, which is 

packaged in the form of interactive games capable of increasing awareness to digital security. The contribution 

of this research is to increase students' understanding of internet safety awareness through interactive games 

and to increase students' knowledge about how to protect themselves while surfing the internet through 

interactive games. 
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