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1. INTRODUCTION

Electricity is a vital need in everyday life. One of the most basic human requirements is lighting, both for
public and private lighting. In general, lighting strives to increase people's security and safety, as well as the
attractiveness of their surroundings, mobility, and quality of life [1]. However, both public and private lighting
requires a significant amount of electricity. Lighting systems in a home or office environment consume more
electricity than other types of lighting. It is critical to limit the amount of electricity used for lighting. The most
crucial thing to construct is the ability to monitor and report the value of electricity use [2]-[4]. Furthermore,
a smart system that can monitor and control the usage of superfluous room lighting throughout the day and at
night is required. The lights are frequently left on all day or night when the people of the house or business
forget to turn them off or leave the room without turning them off. As a result, electrical energy is wasted. This
problem can be solved with a smart lighting system that uses internet of things technology to monitor and
control lights remotely.

Several types of research on smart lighting for energy savings have been conducted using various
approaches for public (outdoor) and personal (indoor) lighting. The authors in [5] and [6] created an intelligent
system for monitoring, controlling, and energy-saving street lighting to dynamically control lighting levels for
public (outdoor) lighting. Lighting for airport operations consumes more than 70% of the port's energy
consumption, with rigorous controls in place to assure user safety and comfort. Furthermore, The author of [7]
presented a new replicable architecture for smart-controlling outdoor lighting infrastructure for airport
operations lighting.
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Smart lighting is used for personal lighting (indoor) to provide comfort and energy savings through
lighting settings depending on desired varied lighting conditions. It was likewise created by a group of
researchers. The photodetector detects the room's lighting level and is integrated with the neural network to
alter the luminaire's dimming level, as developed by [8] and [9]. Moreover, the research in [10] created a self-
calibrating lighting control system for intelligent lighting for energy consumption. Weather data, room
dimensions, window sizes, user requirements, lighting requirements, and working hours—are used to save
energy using three forms of intelligent control based on switches and dimmers, illumination meters, and
irradiation detectors [11]. Energy-efficient LED lamps can also be increased in terms of savings by adjusting
the illumination based on the dimming principle using Pulse Width Modulation (PWM) [12] and Fuzzy logic
controller [8].

Other smart lighting applications are being explored, such as smart table lamps, mobile gaming
applications, and reducing CO pollution produced by cigarette smoke. The author of [13] created a practical
application that incorporates a smart object into a table light to enhance room temperature comfort while also
conserving energy. On the other hand, D-TOX [14] is used in smart lighting and mobile applications for
gamification to limit children's smartphone use at night by altering light colors and intensities. In a different
case, the titaneon smart lamp [15] was utilized to minimize the CO pollution created by cigarette smoke for 20
minutes.

ESP8266 or ESP32 WiFi devices can provide connectivity between nodes in a mesh network. These
devices have been utilized by several researchers to create mesh networks for internet of things applications.
10T applications are employing ESP8266 to connect numerous NodeMCU devices via a Wireless-Local-Area-
Network (WLAN) between different nodes in a mesh network topology [16]. ESP32 module and ESP-WiFi-
Mesh protocol were used to construct the internet of things with a low-cost wireless sensor network with
dependable communication capacity [17]. ESP8266 configured a mesh network to create an 1oT-based smart
street lighting system by creating a PWM signal, providing the dimmer value, and reading the sensor data. The
ESP8266 is trained (programmed) to regulate the light intensity [18]. A webserver is being used to access our
system wirelessly.

Because it works lightly on Transmission Control Protocol / Internet Protocol (TCP/IP), the Message
Queuing Telemetry Transport (MQTT) protocol has been widely employed in many loT-based applications
for sharing data via machine-to-machine (M2M) [19]. On the other hand, MQTT needs to be assessed for
vulnerability to secret network channels and also requires more bandwidth than Constrained Application
Protocol (CoAP) due to TCP overhead [20]. As a result, MQTT 5.0 has been released to provide secure services
[21]. The benefits of MQTT as a lightweight protocol for balancing the gateway to gateway load in wireless
sensor cluster networks, as described by [22]. Furthermore, the author of [23] uses MQTT to create
interoperable loT-based systems that increase redundancy and fault tolerance. Also, the research in [24] used
MQTT to provide various communication service models for the Internet of Things (1oT). A new lightweight
authentication and authorization framework based on Elliptical Curve Cryptography (ECC) and MQTT is ideal
for remote 10T situations suggested by [25]. A method for efficiently transferring data using the MQTT path
routing mechanism is presented by [26]. Meanwhile, the author of [27] designed and built a robot control
system for Human-Robot Collaboration based on the IEC-61499 standard and the MQTT protocol. Likewise,
the Internet of Drones Things (1oDT) concept by employing the MQTT protocol to boost the packet sending
rate proposed by [28]. In a different case, the research in [29] uses MQTT to improve WiFi distribution network
and terminal connectivity.

This research offers a smart lighting system for high-rise buildings that uses the ESP8266 as a node to
create ESP-Mesh network topology and the MQTT protocol to remotely control the smart lighting in each
room. The goal of this study is to improve network coverage in places where WiFi signals are difficult to reach
all rooms in the building. There are multiple paths to approach the gateway with a multi-hop mesh topology,
allowing all lights in high-rise buildings to be controlled remotely via the internet.

This study contributes to the development of a mesh network protocol capable of multi-hop transmission.
The multi-hop ESP-mesh network protocol, which is embedded in the ESP8266 wireless communication
device, is the name of this protocol. Furthermore, the multi-hop ESP-mesh network protocol is integrated with
the MQTT protocol, allowing lights in high-rise buildings to be remotely monitored and controlled using
internet of things technology.

2. METHOD

An ESP-mesh network, an ESP8266 smart lighting node (hence referred to as a node), a gateway, an
MQTT broker, and a smartphone interface make up the smart lighting system used in high-rise buildings. The
following is a description of all the devices that make up the smart lighting system.
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2.1. Multi-hop ESP-Mesh Network

Due to the requirement that each node is within range to connect directly to the Access Point (AP), single-
hop Wi-Fi networks have area limits. Furthermore, because the maximum number of nodes allowed in the
network is restricted by the AP's capacity, classic Wi-Fi networks are prone to overload. The ESP-Mesh
network, on the other hand, has a far wider reach because nodes can still acquire interconnectivity without
having to be within range of the central node (gateway). ESP-Mesh is a network technology that is based on
Wi-Fi. ESP-Mesh allows several nodes to be connected to one other over a vast physical area (both indoors
and outdoors) using a single WLAN (Wireless Local Area Network) [30].

As illustrated in Fig. 1, a multi-hop ESP-Mesh topology is utilized in this study, in which each node can
transfer packets to other nodes in the network over one or more wireless hops. In the ESP-MESH network,
nodes not only send their own packets but also act as an intermediary for other nodes. This protocol works by
allowing two nodes to interact if there is a path between them at the physical layer that is either through one or
more wireless hops [31]. Using the PainlessMesh library [32], which is integrated into each node, create an
ESP-Mesh network topology. The ESP8266 can automatically generate a mesh topology structure with the
PainlessMesh. The exchange of data in the library is based on JSON.
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Fig. 1. Multi-hop ESP-Mesh network topology

2.2. ESP8266 Smart Light Node

The ESP8266 module used in this work is WebMos D1 Mini ESP8266-based WiFi board [33]. This
device is low profile and powerful as any NodeMCU or microcontroller. The advantage of WeMos D1 Mini
ESP8266-based WiFi is that its small size allows the device to be easily installed in a light fitting, as shown in
Fig 2. The smart light node is made up of a WebMos D1 Mini ESP8266 and an AC switch. The AC switch is
made up of a MOC3041 optocoupler and a BTA16 Triac that acts as a breaker and connecter to the electric
current of the lamp. Fig. 3 depicts the smart lamp circuit's schematic.
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Fig. 3. Schematic of the smart lamp circuit
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2.3. Gateway

The MQTT protocol is used in this study to communicate data between smart lights and smartphones.
This lightweight protocol runs on Transmission Control Protocol / Internet Protocol (TCP/IP) [8] and uses a
broker-based publish-subscribe mechanism. The gateway is made up of a mesh gateway and an MQTT gateway
that are linked via serial communication. The Wemos D1 microcontroller is used in both devices. The mesh
gateway serves as a connection point between the network's nodes and the MQTT gateway [18]. Meanwhile,
the MQTT gateway forwards publish-subscribe messages sent over the internet to the MQTT broker. Fig. 4
and Fig. 5 depict the gateway device and schematic, respectively.
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Fig. 4. Mesh gateway and MQTT gateway
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Fig. 5. Schematic of gateway circuit

2.4. MQTT Broker

As an MQTT publisher, the smartphone controls the light ON/OFF command. It sends the topic and data
to the MQTT broker. On the other hand, MQTT Gateway as a subscriber, sends the topic to the MQTT broker.
The MQTT broker replied to the request by publishing topics and data from the MQTT publisher. The node
ID and the ON/OFF command are included in the data published by the MQTT publisher. According to the
destination node ID, the MQTT gateway will send an ON/OFF instruction to the node via the mesh server. Fig.
6 depicts the procedure of using a smartphone to turn off and on lights with the help of an MQTT Broker.
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Fig 6. Working as an MQTT broker in the smart light system
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In the MQTT protocol mechanism, communication between the node and the MQTT broker must match
the user and port settings for both the node and the MQTT broker. CloudMQTT [34] is used as a broker in this
work, and the user and port settings on cloud MQTT are presented in Fig. 7.

E))) ClOUdMQTT mqtt_smart_lamp ~
o | Details

Instance info
Server hairdresser.cloudmatt Active Plan
User
®.®
Password OwB..® (5] u
Port 9 Cute Cat
Websockets Port (TLS only) 37539

Connection limit

Fig. 7. CloudMQTT acting as an MQTT broker [34]

2.5. Smartphone Interface

The loT MQTT Panel application [35] is used by the smartphone interface. This app contains an on/off
switch as well as a light indicator. By touching a button on the intended widget, the ON/OFF feature can be
utilized to turn off or on the lights. The app's switch widget indicates whether or not a control message has
been transmitted to the MQTT cloud. Fig. 8 shows the on/off switch widgets for each lamp on the MQTT loT

panel interface.
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Fig. 8. 1oT MQTT Panel as the interface in the smartphone [35]

3. RESULTS AND DISCUSSION

The smart light system's performance was evaluated in a two-floor building with a total area of 90mz2.
Fig. 9 depicts the plan of light placement in each room on the 1st and 2nd floors, with the 1st floor having 8
rooms and the 2nd floor having 2 rooms. The gateway is installed on the stairwell so that the Wi-Fi signal can
be connected to the room on the 2nd floor.
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Fig. 9. The layout of the lamp placement

3.1. Range of Wi-Fi Signal

A single-hop Wi-Fi network coverage test is performed in this part without the use of the ESP-Mesh
topology. The coverage of this single-hop Wi-Fi signal is determined by the quality of the Wi-Fi signal received
by the node, as shown in Table 1, using a typical Wi-Fi signal strength level scale. The strength of the Wi-Fi
signal received is expressed in decibels (dBm) by the Receiver Signal Strength Indicator (RSSI).

Table 1. WiFi signal strength category
Signal strength category  Strength signal level (dBm)

Very good 0 to -60

Well -61to -70
Pretty good -71to0 -80
Bad -81to0 -90
Very bad -91 to -100

The mesh network must take into account the allowable maximum and minimum ranges. As seen in Fig.
10, the difference between them establishes a tolerance factor that allows connections to all nodes in the
network. As a result, the tolerance factor has a direct impact on the range of admissible signals. According to
the measurement results, the permitted range of the ESP8266 signal is at a distance of 8 meters, as shown in
Table 2. Thus, the maximum distance for the ESP8266 smart light node can be placed 8 meters.

Tolerance

Fig. 10. Acceptable Wi-Fi signal tolerance
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Table 2. ESP8266 Range
ESP8266 Range Distance (m) RSSI (dBm) Signal Strenght

Minimum 1 -65 Good

2 -68 Good

3 -70 Good

4 -76 Pretty good
Tolerance 5 -82 Bad

6 -86 Bad

7 -89 Bad

8 -90 Bad
Maksimum 9 -92 Very bad

3.2. Distance and Barrier of Node to Gateway

The condition of each room on the first and second floors needs to be identified before conducting the
test. Several nodes are obstructed by walls to the gateway, as seen in Fig. 11. There are also a few nodes that
have a distance of 8 to 10 meters away from the gateway, which gateway is indicated by two blue and green
colored boxes that are located above the stairwell. This problem can prevent the gateway from communicating
with the obstructed and distant nodes. Table 3 illustrates this condition.
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Fig. 11. Nodes' barrier against the gateway

Table 3. Direct distance and obstruction of nodes to the gateway

T Floor Room > Floor Distance (m) Barrier
Bedroom 1 3.6 2 Walls
Bedroom 2 9.2 2 Walls
Family 6.1 1 Wall
Living 6.6 1 Wall
Dining 8.3 2 Walls
Porch 6.1 Nothing
Kitchen 10.5 3 Walls
Bathroom 3.6 2 Walls

Bedroom 3 6 1 Wall
Utility 3.4 Nothing

3.3. Signal Strength of the Single-hop ESP8266 and Multi-hop ESP-Mesh Network

The signal quality of the single-hop ESP8266 and the Multi-hop ESP-Mesh were assessed for each room
in the circumstances depicted in Fig. 11 and detailed in Table 3. Except in bedroom 1, the signal quality of the
single-hop ESP8266 network falls into the bad category, as illustrated in Table 4. This issue arises as a result
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of some obstructions and a greater distance from the gateway. Otherwise, the signal in bedroom 1 is good
because it is in the gateway's coverage area. The ESP-Mesh network can improve signal quality in the good
category, as illustrated in Table 5. The quality is improved by employing a multi-hop network, as shown in
Fig. 12, which allows obstacles to be avoided and nodes to be closer together.

A solid black line and a dotted red line distinguish two types of routes in Fig. 12. The shortest path from
a node to the gateway is indicated by the black line. Meanwhile, if there are any dead nodes, the red dotted line
provides an alternate route to the gateway. The multi-hop technique, as illustrated in Table 5, improves signal
quality by breaking up the long direct route from a node to the gateway into several hops. As a result, the
distance between the pieces of the route shortens, resulting in a greater RSSI value. For instance, a direct route
from the GW to the node of the family room with an RSSI of -85 dBm will be categorized as good since it
passes through bedroom 1, which has two short paths with RSSI of -69 and -79 dBm. Although, those two
paths result in a longer delay.

Table 4. The signal quality of the single-hop ESP8266 network

Room RSSI (dBm)  Delay (second) Signal Quality
Bedroom 1 -68 27 Good
Bedroom 2 -90 70 Bad
Family -85 50 Bad
Living -85 49 Bad
Dining -90 67 Bad
Porch -70 29 Bad
Kitchen -83 48 Bad
Bathroom -96 - Very bad
Bedroom 3 -82 48 Bad
Utility -68 25 Bad

Table 5. The signal quality of the multi-hop ESP-Mesh network

Room RSSI (dBm) Delay (second) Signal Quality
Bedroom 1 -69 27 Good
Bedroom 2 -60 70 Good
Family -75 50 Pretty good
Living =77 49 Pretty good
Dining -60 67 Good
Porch -70 29 Good
Kitchen -71 48 Pretty good
Bathroom -69 - Good
Bedroom 3 -62 48 Good
Utility -62 25 Good
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Fig. 12. Path of the gateway signal to all light nodes in the ESP-Mesh network
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3.4. Functional Evaluation of the Multi-hop ESP-Mesh Network
3.4.1. Switch ON/OFF Testing of All Light Nodes

To check that everything can be controlled from a smartphone, the initial scenario in the on/off test for
all nodes in the network is to activate all nodes. The path from the gateway to all nodes is depicted in Fig. 12.
Alternative paths are denoted with a red dotted line, while main paths are marked with a solid black line. The
test is conducted by pressing each widget switch in the smartphone loT MQTT Panel application for all of the
lights (Table 6). A toggle is used to change the state of the widget switch from off to on and vice versa. The
results of the tests demonstrate that all nodes can succeed to be turned on and off in response to commands of
the widget switch on the smartphone, with a fast response time in the delay range of 27 — 49 seconds for turn-
on. Meanwhile, the response time for turn-off is 24 — 44 seconds. Furthermore, the signal quality of the rooms
is included in the good category.

Table 6. Switch ON/OFF testing for all light nodes

On/Off Testing
Room RSSI (dBm) Condition node Delay (second) Condition node Delay (second)
Bedroom 1 -69 On 27 Off 24
Bedroom 2 -60 On 40 Off 36
Family -75 On 34 Off 31
Living =77 On 40 Off 36
Dining -60 On 49 Off 44
Porch -70 On 34 Off 31
Kitchen -71 On 28 Off 25
Bathroom -69 On 48 Off 44
Bedroom 3 -62 On 41 Off 31
Utility -62 On 29 Off 24

3.4.2. Switch ON/OFF Testing of All Active Light Nodes when Two Disconnected Light Nodes

The second scenario involves testing the lights that pass through the nodes in the two rooms using two
disconnected nodes, specifically the node in bedroom 1 and the node in the living room. The path from the
gateway to the porch light node should go through the light node at bedroom 1, but the node is disconnected.
Thus, the path goes straight to the porch light node, as shown in Fig. 13. Similarly, the path to bedroom 2
passes through the porch light node rather than the living room node. In normal condition testing, RSSI and
delay are shown in Fig. 14, along with two disconnected nodes. Fig. 14 depicts the difference in the decreasing
RSSI values before and after several broken paths caused by two disconnected nodes. Likewise, the delay
increases after the path are interrupted both when the switch is on and when it is switched off. The decrease in
the RSSI value and the increase in the delay value are caused by longer paths due to dead nodes. After two
disconnected nodes, the range of response time in the delay is 44 - 50 seconds for turn-on and 42 — 50 seconds
for the turn-off. The decrease in the RSSI value, along with the increase in the distance between the gateway
and the node, is consistent with the results obtained by [36].
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Fig. 13. Disconnected path due to two disconnected light nodes
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3.4.3. Switch ON/OFF Testing of All Active Light Nodes when Three Disconnected Nodes

Three disconnected nodes, namely bedroom 1, porch, and utility room, are used in the third scenario to
test the path on floors 1 and 2, as shown in Fig. 15. On the first path, nodes will be tested in bedroom 2, the
family room, and the living room, and on the second floor, nodes will be tested in bedroom 3. Fig. 16 shows
that all of the nodes are tested for the lights can be turned on and off easily, although the response time is
slower than when all nodes are in a connected condition or when two disconnected nodes are. The range of
response time in delay after three disconnected nodes is 47 — 60 seconds for turn-on and 43 — 56 seconds for
the turn-off. Furthermore, the received signal strength indicator (RSSI) is lower than it would be under normal
circumstances. The results are also in line with the results obtained by [36].
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Fig. 15. Disconnected path due to 3 disconnected light nodes
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Fig. 16 Switch ON/OFF testing for all light nodes when three disconnected lights node

4. CONCLUSION

A Multi-hop ESP-Mesh with an RSSI of -77 to -60 dBm is better than that of a Single-hop ESP8266 with
an RSSI of -96 to -68 dBm in signal strength. Except for bedroom 1, the signal strength of the ESP8266 Single-
hop is bad. At the same time, the signal strength of the Multi-hop ESP-Mesh is good in all rooms. Furthermore,
the function of multi-hop ESP-Mesh was evaluated in three different scenarios: first in which all nodes are
active, second in which there are two disconnected nodes and third scenario in which there are three
disconnected nodes. Although the range of response time in delay after two disconnected nodes is 44 — 50
seconds when switching ON and 42 — 50 seconds when switching OFF. Also, after three disconnected nodes,
the range of response time in the delay is 50 - 60 seconds for switch ON and 43 — 56 seconds for switch OFF.
The response time in both scenarios is slower than when all nodes are active. The results of the ON/OFF
functional test for the three scenarios show that all lights on the active nodes can be turned on or off suitably
through the command from the widget switch.
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